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Abstract:  MOBILE ad hoc networks (MANETs) are collections of mobile 
nodes, dynamically forming a temporary network without pre
-existing network infrastructure or centralized administration
[1].  The  dynamic  nature  of  mobile  ad-hoc  networks  make 
traditional  routing  protocols  unsuitable  for  MANETs.  Their 
Security  requirements  and  also  unlike  the  traditional  net-
works and are more complicated and stringent[11]. Various 
routing  protocols  designed  for  ad-hoc  networks  fulfilling  a 
unique set of requirements are ADODV, DSDV, TORA, TBRPF 
and DSR. The Dynamic Source Routing is a simple and ro-
bust  protocol  designed  for  use  in  multi-hop  Some  nodes 
though, in order to save resources, may exhibit a selfish be-
haviour and not co-operate, thus damaging the efficiency of 
entire network[10]. This paper proposes a set of minor ex-
tensions to the DSR protocol proposed by the IETF MANET 
working  group,  by  implementing  the  reputation  based 
scheme on it, that enable to increase the performance of the 
network. The proposed mechanism allows a node to autono-Page 20  Oeconomics of Knowledge, Volume 3, Issue 2, 2Q, Spring 2011 
 
mously evaluate the “reputation” of its neighbours based on 
the  completion  of  the  requested  services.  Simulations  will 
show the increase in throughput and packet delivery ratio, 
decrease in data drop and   routing overhead on the basis of 
some network metrics used.   
Keywords: MANET, DSR, ADODV, DSDV, Reputation Based DSR. 
 
 
1. Introduction 
Mobile Ad-hoc Networks (MANETs) are a collection of wireless hosts 
that can be rapidly deployed as a multi-hop packet radio network without 
the aid of centralized administration. MANETs have inherently very differ-
ent properties to conventional networks. A key component of MANET is 
an efficient routing protocol, since all of the nodes in the network act as a 
router.  Some  of  the  challenges  faced  include  high  mobility  and  con-
strained power resources.  
 
 
 
 
 
 
 
 
 
 
 
Figure 1 — Various Routing Protocols in MANET 
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Many routing protocols have been proposed as in Figure 1, In Pro-
active protocols such as DSDV, TBRPF the host’s exchange routing infor-
mation  and  constructs  the  routing  table  in  advance[2].  In  on-demand 
protocols such as DSR, ADODB the routing information is required and 
maintained only when its needed. Unfortunately all these protocols have 
some limitations in the case of the performance and the throughput. Now 
a  day,  the  performance  of  the  protocol  is  the  main  concern  and  data 
transferred should be safe enough. 
The main goal of making changes to the DSR protocols referred as 
repDSR is to extend the performance component of DSR. It will introduce 
the data delivery ratio, throughput, routing over head and data drop. 
 
2. DSR protocol 
2.1 Basic Operation 
Each node in the network maintains a route cache in which it caches 
the routes  it  has  learned. To send data to another  node, if a route  is 
found in its route cache, the sender puts this route (a list of all intermedi-
ate nodes) in the packet header and transmits it to the next hop in the 
path. Each intermediate node examines the header and retransmits it to 
the node indicated after its id in the packet route. If no route is found, 
the sender buffers the packet and obtains a route using the route discov-
ery process described below 
 
2.2 Route Discovery and Maintenance 
To find a route to its destination, a source broadcasts a  route re-
quest packet to all nodes within its radio transmission range. In addition 
to the addresses of the source and the destination nodes, a route request Page 22  Oeconomics of Knowledge, Volume 3, Issue 2, 2Q, Spring 2011 
 
 
2.4 Security and Performance Issues in DSR 
Certain features of DSR hurt its performance or make it vulnerable 
to security attacks[6]. 
  No Expiration of Routes. 
  Intermediate-Node (IN) Replies. 
  Data Salvaging. 
  Gratuitous Replies 
 
3. Reputation based Scheme 
3.1 Main idea of the Reputation System 
Reputation in MANET is collected information about one entity’s for-
mer behavior  as experienced by others[3].  Trust expresses an entity’s 
willingness to proceed with an action that might be harmful based on in-
formation like the risk, benefit and reputation of involved entities. Repu-
tation systems collect ratings, process and consolidate this information 
and make it available upon request. This has two effects:  
   They  provide  information  that  allows  users  to  predict  how 
someone may behave in future.  
    Simultaneously, they influence the future by giving the incen-
tive to behave well. 
 
A reputation is defined as an import of the past behavior of an en-
tity. Most existing approaches to use reputation systems for mobile ad-
hoc networks concentrate on solving routing issues raised by misbehav-
ing nodes. They also neglect the dynamics of a scenario with highly mo-
bile nodes where the chance to meet someone again is low. In the major-Page 23  Oeconomics of Knowledge, Volume 3, Issue 2, 2Q, Spring 2011 
 
packet contains a route record, which is an accumulated record of nodes 
visited by the route request packet[8]. When a node receives a route re-
quest, it does the following. 
  If the destination address of the request matches its own ad-
dress, then it is the destination. This route is sent back to the 
source in a route reply packet by following the same route in 
reverse order.  
  Otherwise, it is an intermediate node. If the node has not seen 
this request before and has a route to the destination in its 
cache table, it creates a route reply packet with the route from 
its cache, and sends it back to the source.  
 
When  the  source  receives  a  route  reply,  it  adds  this  route  to  its 
cache and sends any pending data packets. If any link on a source route 
is broken (detected by the MAC layer of the transmitting node), a route 
error  packet  is  generated.  The  route  error  is  uni-casted  back  to  the 
source using the part of the route traversed so far, erasing all entries 
that contain the broken link in the route caches along the way. 
 
2.3 Optimizations 
DSR makes use of route caching aggressively. A number of optimi-
zations are possible to the basic operation of route discovery and route 
maintenance that can reduce the number of overhead packets and can 
improve the average efficiency of the routes used on data packets. This 
section discusses some of those optimizations. 
  Data Salvaging 
  Gratuitous Replies 
  Route Snooping Page 24  Oeconomics of Knowledge, Volume 3, Issue 2, 2Q, Spring 2011 
 
ity of cases privacy issues are completely ignored. Often it contains de-
tailed information about the entity’s former transactions including and it 
is critical for an entity not to lose reputation by false accusation. 
 
3.2 How Reputation based Scheme Works 
Although in the brick and mortar world the reputation has been used 
subjectively, such representation cannot be used in digital world like the 
Ad-hoc Networks[4]. So the next is  
  Assigning the numerical values to reputation in order to make 
them objective and more useable.  
  In  reputation-based  system  monitoring  module  continuously 
monitors  node  behavior  and  assigns  reputation  values  to 
nodes based on their packet forwarding activity.  
  Each  node  maintains  reputation  values  of  its  neighbors  and 
other nodes that have had a transaction with it. The reputation 
value can range over [0, 1] with 0 suggesting worst behavior 
and 1 reflecting best behavior.  
  The reputations values are computed as the ratio of packets 
forwarded by a node to the packets send to it [4].  
  Nodes first time meet so each node creates an entity for the 
others and assign them reputation value 1.   
  In situations where a node P, needs to form an opinion about a 
certain  node  Q,  it  requests  reputation  values  from  its 
neighbors. The formula suggested for computing the compos-
ite reputation value from the reputation values obtained from 
a neighbor, says R, is given as  
 
     r composite (P, Q) = r(P,R). r(R, Q) + (1-r (P,R)) .r(P,Q)  --  ii) Page 25  Oeconomics of Knowledge, Volume 3, Issue 2, 2Q, Spring 2011 
 
In an ad-hoc setting, nodes may move in and out of each other’s 
range frequently, disrupting/ re-routing ongoing flows.  
As a result, a node with the longest association with it can best de-
scribe behavior of the target node. 
 
4. Proposed Work 
4.1 Simulation Work 
To evaluate the implementation of the Routing Protocols of ad hoc 
networks in NS 2, some simulation scenarios must be run[7].  
 
4.1.1 Scenario 
The scenario consists of the mobile nodes, the topology and the traf-
fic sources. All these sources are distributed randomly within the mobile 
ad-hoc network.  
 
4.1.2 Movement Model 
The  mobile  nodes  will  move  according  to  the  “random  waypoint” 
model. Each mobile node begins the simulation by remaining stationary 
for pause time seconds and then selects a random destination in the de-
fined topology area and moves to that destination at a random speed.  
 
4.1.3 Communication Model 
The simulation parameters for communication that will be used are 
as follows (Table 1). 
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Table 1 — Simulation Parameters with values 
 
5. Performance Analysis 
5.1 Expected Results 
Data drop 
In DSR protocol with the increase in pause time we can’t reduce or 
stop the data drop that is done by the malicious nodes but after the im-
plication of the proposed method it can be constantly reduced in repDSR. 
  
Throughput 
As discussed above that the packet delivery ratio will be increased 
and the data drop will be avoided and thus it’ll automatically increase the 
throughput concerned with the network. 
 
Routing overhead 
It is ratio of routing related transmission (Route request, route reply, 
and route error) to the data transmission in simulation. It occurs due to 
the  Link  creation  and  the  Link  breakage.  Reputation  based  scheme  is 
useful in explaining behavior of intermediate node and stores its reputa-
tion value which is very useful parameter for trusting a node for the fu-
ture use (Figure 2). 
Parameter  Value 
Number of Nodes  50 
Number of Traffic Sources  10,25 and 30 
Type of Traffic  UDP 
Packet Size  64 bytes 
Topology Area  800m X 600m, 1000m X 1000m 
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a) ratio of data drop 
 
b) Throughput  
Figure 2 — Performance Comparison DSR, repDSR.  
 
 
6. Conclusions 
DSR is a widely used routing protocol for mobile ad hoc networks, 
but has very low delivery rates and poor performance in lightly loaded 
networks with high node mobility. This paper presents how the perform-
ance will be improved for the reliable data transmission in MANET by ap-
plying the reputation based scheme on the DSR protocol. This compari-
son will be calculated on the basis of some performance metrics by giving 
the network simulator parameters. 
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